MSAB Training

XRY Certification

Course Overview:

XRY Certification is the quintessential course when it comes to data extraction in
mobile device forensics. Whether a novice in the field or a seasoned professional,
students walk away with the skills and knowledge needed to tackle mobile device
forensics using XRY.

Delivery Method

Instructor-led Classroom

This three—-day course introduces you to industry standards and best practices when it Course length

comes to the identification, collection, and preservation of digital evidence. You will be

qguided through all facets of XRY from setup to extraction. You will leave confident in X hodrs
your ability to effectively collect data from various mobile devices as well as cloud data
and data acquired from other sources. Pre-Requisites

Book now to get certified in today’s fastest and most comprehensive mobile device
extraction tool and get started on your path to becoming a MSAB Certified Forensic Nane
Professional.

Key course takeaways:

»  Tailor XRY to your organization defining unique setup and storage routines

. Explore proper network isolation methods to ensure data protection

«  Manage speed vs data density with Advanced File Decoding and Content Recognition

+  Understand the secure XRY file format and how it maintains integrity and
chain of custody

. Become proficient in extracting data logically and physically from various
devices including SIM cards, memory cards, feature phones, and smart phones

«  Utilize XRY Photon to extract data from popular Android apps such as
WhatsApp and Signal

«  Cloud data extraction using XRY Cloud

« Importing and decoding mobile device images from third party tools
such as Graykey

More Information at

com/training

XRY Advanced
Learning Pathways: Certification Acquisition
MSAB offers two training pathways: the Examiner
pathway and the Analyst pathway.

Each pathway provides users with unique
certifications along the way, culminating in a final
achievement of obtaining the designation of MSAB
Certified Forensic Professional.

XAMN Advanced
Certification App Analysis

> MCE: MSAB Certified Examiner ~MCAE: MSARB Certified Advanced Examiner

> MCA: MSAB Certified Analyst MCAA: MSAB Certified Advanced Analyst
MCFP: MSAB Certified Forensic Professional
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XAMN Certification

Course Overview:

XAMN Certification is essential for those seeking to master their skills in digital
forensics analytics. Learning how to utilize XAMN to its full potential will lead users to
ultimate efficiency and effectiveness when it comes to data analysis. The ability to find
evidence expeditiously in the vast amount of data found in today's mobile devices is

crucial in solving cases. Course length

This two-day course teaches you how to navigate and utilize all the functions
found within XAMN. You will be guided through the complete analysis process from
deploying powerful filtering techniques to locating evidence, marking identified
evidentiary data with tags, to generating and exporting reports. In addition, you Pre—Requisites
will become proficient in visualizing data using XAMN's geographic, timeline, and

Delivery Method

Instructor-led Classroom

16 hours

connection views. You will also learn how to import data from other sources such as None

call detail records, warrant returns, or reports from other mobile device forensic tools.

Book now to get certified in today's most powerful digital forensic analytical tool and
get started on your path to becoming a MSAB Certified Forensic Professional.

More Information at
Key course takeaways:

. Identify data origins utilizing Source Mode

msab.com/training

. Employ protection while simultaneously identifying harmful matter with Project VIC

«  Grasp a firm understanding of XAMN's various filters, including word lists,
recognized content, and hidden artifacts

«  Understand and work with persons, owners, and actors
. Import data from outside sources (warrant returns, CDRs, reports from other tools)
. Master when and how to use XAMN'’s List, Column, Gallery, Tree, and Chat views

«  Become proficient in utilizing XAMN's Geographic, Timeline, and Connection views

XRY Advanced
[_earning Pathwayg: Certification Acquisition
MSAB offers two training pathways: the
Examiner pathway and the Analyst pathway.

Each pathway provides users with unique
certifications along the way, culminating in a
final achievement of obtaining the designation
of MSAB Certified Forensic Professional.

MCFP
Certification

XAMN Advanced
Certification App Analysis

> MCE: MSAB Certified Examiner ~MCAE: MSAB Certified Advanced Examiner
> MCA: MSAB Certified Analyst MCAA: MSAB Certified Advanced Analyst
MCFP: MSAB Certified Forensic Professional
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